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Foreword

The delicate art of security engineering, at its core, is a balancing act. On one
side rests the ever-evolving spectrum of innovation: the creation of locks that
safeguard our most cherished assets. On the other is the constant challenge to
compromise these very inventions—a process as old as time that Marc Weber
Tobias insightfully delves into within the pages of this book.

Having served for 19 years as the CTO of dormakaba, one of the world’s
largest lock manufacturers, I have been at the intersection of innovation and
vulnerability. Often, avoidable flaws surfaced, ushering in labor-intensive
reparations and tarnishing a reputation painstakingly built over the years.
This urgent reminder has always been that in the world of security, there is
no room for complacency. From a corporate standpoint, a security failure isn’t
just a product glitch: it’s a liability. The reverberations of such failures can be
far-reaching, ranging from reputational harm to potential lawsuits.

Security, I believe, goes beyond mere functionality. It’s a philosophy that
embraces an understanding of systems and recognizes the complexities woven
into the fabric of interconnected technology. Today’s digital era intensifies this
complexity, urging industry leaders to not just focus on how a system works but
also understand the myriad ways it can be exploited. This dual vision is vital.
At dormakaba, I've tried to instill this approach, advocating for both creators
and challengers to scrutinize our products before they reach our customers.

Marc and I have collaborated for over a decade. We’ve confronted multiple
designs, revealing vulnerabilities that escaped our initial engineering discernment.
This iterative process, while humbling, has been an indispensable exercise. It has
reaffirmed a belief I've always held that security isn’t just a technical endeavor
but an attitude—an attitude that demands humility, continuous learning, and
a touch of paranoia.
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As Marc elucidates in this book, an industry-wide disconnect exists:
engineers are well equipped with the skills to conceive and implement, but the
art of understanding bypass techniques, both elementary and advanced, often
remains uncharted. Standards aren’t sufficient, as they frequently don’t con-
template combining more than one technique to defeat sophisticated systems.
This underestimation and lack of imagination of how to compromise supposed
security poses significant threats, not just in terms of physical security but also
in the realms of reputation and customer trust.

It’s an unsettling revelation and one that Marc highlights with meticulous
detail. Through an in-depth exploration from the history of lock designs to
the nuances of modern-day lock vulnerabilities, this book bridges the gap
between proven wisdom and contemporary challenges. For design engineers, risk
managers, and even company executives, it provides the guidance and knowledge
missing in traditional curricula to tackle real-world security issues.

It’s not just a guide but a clarion call to an industry. It’s a call to reevaluate,
learn, and constantly challenge our understanding of security. I earnestly believe
that this book isn’t just “good to read” but is a necessary manual for anyone in
the realm of security engineering and management.

As our world becomes more connected, the stakes get higher. The chain of
security becomes ever more complex and intricate, emphasizing the need for a
holistic approach to security engineering.

For the engineers and decision-makers of tomorrow, this book might just be
their indispensable compass that points toward a more secure future.

—Andreas Martin Haeberli, Ph.D.
Former CTO, dormakaba
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Introduction

Locks and keys, in various forms, have been employed to protect people, places,
information, and assets for the past 4,000 years. Although they may outwardly
appear simple, their design can be incredibly complex if they’re to work prop-
erly and securely.

I have been deeply involved in the analysis and design of locks for 40 years
and hold many patents on their bypass. Within the last 20 years, the industry
has experienced a lock design revolution, partly due to the integration of
microprocessors and sophisticated software, especially for access control
applications. Improvements in metallurgy, combined with new manufac-
turing technology, have allowed the development of locks that can better
resist criminal attacks. Modern techniques can produce locks with tolerances
as high as .002” and complex designs, yet with all the advances, security is
often at risk. Why?

Unfortunately, the industry is still plagued by a fundamental problem in
designing locks that must resist ever-developing new vulnerabilities and attacks.
That problem partly results from how mechanical engineers are educated in
engineering curriculums at universities. Typically, they're taught design theory
and how to make things work. They aren’t taught how to compromise or break their
designs or possess the requisite knowledge for “insecurity engineering.” This
problem has become vastly more complicated by the introduction, integration,
and overlay of software-based locking elements, working either alone or in
concert with traditional mechanical components.

Electromechanical and electronic locks are slowly changing the landscape
in physical security, but they’re subject to even more attacks by “lock pickers”
and hackers. Technologies such as 3D printing, radio frequency (RF) and
electromagnetic pulse (EMP) generators, electronic and mechanical decoders,
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and various forms of lock bumping, along with the employment of more sophis-
ticated attack vectors, raise the stakes for manufacturers and end users. These
problems pervade the industry and highlight the inability of engineers to think
“out of the box” to conceive of possible methods of compromise or failure.

Manufacturers’ loss of engineering talent through retirement or budget cut-
backs has also exacerbated the problem and elevated the urgency of lock secu-
rity. The loss of seasoned design engineers has largely erased the institutional
memory of prior design failures.

What Does This Book Cover?

In the simplest of terms, this book is about what makes a lock or associated
hardware “secure” and what can go wrong in the design. In more than one
case, the result was the expenditure of millions of dollars on the research
and development (R&D) of a high-security lock that was defeated in a few
seconds by an 11-year-old kid with virtually no expertise. In my experience
consulting for most of the world’s largest lock manufacturers, lock designs
fail because of a lack of imagination on the part of everyone involved in the
process. This lack of imagination has had significant and costly ramifications
in terms of security failures, legal damages, an inability to meet state and
federal standards, and a loss of credibility among customers. Ultimately, it
puts consumers at risk, and they usually don’t know it. The results are from
what I call insecurity engineering, which is the inability to design secure locks
because of many factors in the education and training of engineers. That is
what this book is about.

I started “breaking” things at the age of five years and made a career of discov-
ering and exploiting security and related legal vulnerabilities in locks, safes, and
security systems. The locks business is complex, involving liability and compliance
issues and engineering requirements. Tobias on Locks and Insecurity Engineering
analyzes basic lock designs and presents examples of often-catastrophic design
failures that sometimes resulted in death and property destruction, compromise
of critical information, and millions of dollars in damages.

Who Should Read This Book

Tobias on Locks and Insecurity Engineering is written for design engineers, security
and IT professionals, risk managers, government services, law enforcement and
intelligence agencies, crime labs, criminal investigators, lawyers, and investiga-
tive locksmiths. Even among these professionals, there is a lack of understanding
of how to evaluate locks regarding specific security requirements. Relying on
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industry standards promulgated by Underwriters Laboratories and the Builders
Hardware Manufacturers Association (and equivalent organizations overseas)
does little to define what security means and how to defeat it when considering
forced entry, covert entry, and key control issues.

The reader can expect to gain an in-depth insight into lock designs and tech-
nology and how to better assess whether specific solutions will meet security
requirements for their needs. Detailed information is presented that can help
prevent manufacturers from producing insecure locks and assist risk management
personnel in reviewing current or proposed systems. For risk management,
criminal investigators, and crime laboratories, the information provides a road
map showing how locks and security systems can be or may have been com-
promised by criminals or rogue employees.

Conventions Used in This Book

This book uses certain typographic styles to help you quickly identify important
information. In particular, be on the lookout for italicized text, which indicates
key terms described at length for the first time in a chapter. (Italics are also used
for emphasis.)

In addition to these text conventions, you will find the following conventions
that highlight segments of text:

‘[ N3 A note indicates information that’s useful or interesting, but that’s somewhat
peripheral to the main text.

A tip provides information that can save you time or frustration and that may
not be entirely obvious.

m Warnings describe potential pitfalls or the danger of failing to heed a
warning.

SIDEBARS

A sidebar is like a note but longer. The information in a sidebar is useful, but it doesn’t
fit into the main flow of the text.

Additional Resources

For additional information about locks, please check out the following resources:

M https://Securitylaboratories.org
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®m https://lss-dame.com for detailed videos of the compromise of locks
and safes

®m https://zieh-fix.com for the latest in bypass tools

m Roger G. Johnston, Ph.D., security expert, author of several books on the
subject, and editor of the Journal of Physical Security: www.linkedin.com/
in/rogergjohnston

m High-Security Mechanical Locks: An Encyclopedic Reference, 2007, by
Graham Pulford

For additional information about the leading innovators in the lock-

manufacturing industry, please check out the following resources:

- Abloy, Finland: www.abloy.com/global/en

m Allegion, Ireland and United States: https://us.allegion.com/en/
index.html

m ASSA ABLQOY, Sweden: https://assaabloy.com/group/en

m dormakaba, Germany: https://dormakaba.com/us-en

m EVVA, Austria: https://evva.com/int-en

m [kon, Germany: https://ikon.de/de/en

m iLOQ, Finland: https://ilog.com/en

m Kensington Technology Group, United States: https://kensington.com
m Kwikset, United States: https://kwikset.com

m Medeco, United States: https://medeco.com/en

m Mul-T-Lock, Israel: https://mul-T-lock.com/global/en/about/

mul-T-lock-international
m SaltoSystems, Spain: https://saltosystems.com/en
m Schlage, United States: https://schlage.com/en/home.html

m Videx, United States: https://videx.com

Finally, the multimedia edition of this book contains extensive video segments

and graphics that demonstrate different attack vectors to compromise locks
and safes that are referred to in this book. You can find this information at

ht

tps://securitylaboratories.organd www.wiley.com/go/tobiasonlocks.

How to Contact the Author

I would appreciate your input, questions, feedback, and information on new
tools and bypass techniques! You can find me on Skype, LinkedIn, WhatsApp,
Telegram, and Signal. My website is https://securitylaboratories.org, and
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you can email me at mwtobias@securitylaboratories.orgor send secure email
at mwtobiaseprotonmail . com.

How to Contact the Publisher

If you believe you've found a mistake in this book, please bring it to our attention
by emailing our reader support team at wileysupportewiley.com with the sub-
ject line “Possible Book Errata Submission.”
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