
KEYS

The Identification of Suspects 
and Locations from Keys



KEYS PROVIDE VALUABLE 
INFORMATION
♦ Forensic analysis of locks and keys for many 

reasons



KEYS PROVIDE 
INFORMATION ABOUT 
♦ Suspects 
♦ Perpetrators 
♦ Victims
♦ Connected locations 
♦ How keys were cut
♦ Locks they fit  



KEYS AND HOW THEY 
WERE CUT
♦ Recently cut
♦ Cut by hand, or machine
♦ Factory original, or duplicate
♦ Key has been copied
♦ Specific key machine produced a given key
♦ Generic type of key machine produced a given key



I.D. of LOCKS, KEYS, SUSPECTS, 
VICTIMS,  LOCATIONS, VEHICLES, 
and PROPERTY

♦ Identification of victims 
♦ Identification of co-conspirators from keys in their 

possession, or from common locks that they fit
♦ Identification of possible suspects for a certain 

crime, from keys in their possession
♦ Location and identification of contraband, stolen 

property, evidence, or fruits of a crime



I .D. of LOCKS, KEYS, 
SUSPECTS, VICTIMS,  
LOCATIONS, VEHICLES, and 
PROPERTY

♦ Tracing keys to specific locks
♦ Matching suspects and keys with specific 

locations
♦ Matching a key to a lock
♦ Identification of illegally possessed keys
♦ Identification of vehicles



I.D. of LOCKS, KEYS, 
SUSPECTS, VICTIMS,  
LOCATIONS, VEHICLES, and 
PROPERTY
♦ Tracing and identification of locks
♦ Identification and recognition of disguised keys
♦ Identification of universal keys
♦ Identification of foreign material on key, to a lock
♦ Trace unique, old, or rare blanks to vendor



I.D. of LOCKS, KEYS, 
SUSPECTS, VICTIMS,  
LOCATIONS,, VEHICLES, 
and PROPERTY

♦ Identification of metals transferred between 
suspect key, and key ring, or other materials with 
which the key came into contact

♦ Identification of fingerprints, oil, blood, tobacco, 
paper, cardboard, paint, dirt, lint, fiber, hair, metal 
filings, salt, airborne particulate or other foreign 
substance on key surfaces, with which the key or 
its bearer may have come into contact.



PRELIMINARY QUESTIONS

♦ Duplicate or factory original
♦ Sharp cuts on the key
♦ Bitting surface cause marking 
♦ Hand cut, machine cut, or stamped code cut
♦ Lower pins
♦ Ramp angles for each cut. Follow industry 

guidelines



KEYS: HOW THEY WERE 
PRODUCED



CODE CUT KEY



PRELIMINARY QUESTIONS
♦ Steep cuts with sharp peaks: cut by hand
♦ Is each cut centered under each tumbler. 
♦ Hand cut or impressioning. 
♦ Was a factory original, original duplicate, or 

improperly obtained or produced duplicate used to 
open the lock

♦ Scratches, shiny spots, or sharp edges on the key. 
Recent duplicate



TUMBLER CUT ALIGNMENT



PRELIMINARY QUESTIONS
♦ From what metal was the key produced
♦ Knock-off or original blank. 
♦ Type of cutting wheel 
♦ What the factory used to cut original keys 
♦ Key was cut by code, or duplicated from another 

key



KNOCK-OFF BLANK



METALS
♦ Keys: #58 brass, 99% content
♦ Nickel silver, aluminum, Avional, Steel
♦ Nickel silver, expensive locks for high tolerance 

and security. 
♦ Strength and hardness. 
♦ Dissimilar metal to brass, Less wear with a brass 

plug.
♦ Aluminum, or an alloy of aluminum, such as 

Avional (Silca). 
♦ Iron or soft steel that is cold-pressed and forged is 

also popular.  
♦ Zamak for poor quality locks such as mailboxes



MANUFACTURING PROCESS
♦ Keys are cut or stamped from strips of material 

with dies.  
♦ They are then plated.
♦ Silca milling machine  
♦ Factory cutters produce striations on OEM keys 

that are different than those on keys cut at the 
local hardware store.  

♦ Cutting wheels are either single or dual sided.  
♦ Angled cutters are also used for certain locks such 

as Medeco.  
♦ End-mills and special drills are also utilized to cut 

certain keys, such as laser track.



CUTTING WHEELS



TOOL MARKS MAY 
IDENTIFY

♦ How keys were cut 
♦ That a specific key machine cut a suspect key
♦ That a key was cut by hand, by code punch, by 

manually operated key machine, or by an 
automated key cutting system  

♦ That a certain key was inserted into a specific 
lock.  



STRIATIONS MAY DIFFER 
ON BITTING
♦ Whether the key is single or double bitted
♦ Number of active rows of tumblers
♦ Position of the bitting on the key
♦ Relative smoothness of the pins
♦ Force exerted by the springs
♦ Frequency of use of the key.  



IDENTIFICATION WITH 
KEYS

♦ Locks 
♦ Keys 
♦ Suspects 
♦ Victims
♦ Locations
♦ Vehicles
♦ Property



KEYS FOUND ON VICTIMS 
AND SUSPECTS 
♦ Crime scenes
♦ Vehicles, 
♦ During the course of a search, 
♦ Apparently non-connected case. 
♦ Trace a specific lock from a recovered key. 
♦ Know what type of lock the key fits, if it is a 

unique lock, 
♦ Can factory provide any detailed information 

about its owner. 



SPECIAL INDUSTRY KEYS 
ON SUSPECTS 
♦ Banking
♦ High security safe and vault change keys or long 

profile key
♦ High security lever lock keys
♦ Mail and postal 
♦ Safe deposit 
♦ Public locker 
♦ High security padlock (Chubb, Abus, Abloy) 



SPECIAL KEYS AND LOCKS



SPECIAL INDUSTRY KEYS 
ON SUSPECTS 
♦ Vending (Ace, tubular, Tubar, axial keyways) 
♦ Alarm control 
♦ Telephone 
♦ Secure key control and storage (real estate, 

automotive, and building lock boxes) 
♦ Hotel dual access or bypass (such as VingCard 

and Winfield) 
♦ High security (Medeco, Abloy, Assa, Evva, 

Schlage, DOM, Ikon, Mul-T-Lock, Sargent Keso). 



CRIMINAL 
ASSOCIATION/TERRORIST 
INDEX 

♦Match keys to 
– locks, 
– suspects, 
– location 
– vehicles 



MATCHING CRITERIA
♦ Lock manufacturer
♦ Keyway type
♦ Generic mechanism type
♦ Code numbers
♦ Keys that fit particular locks, especially those of 

victim
♦ Evidence of replacement of lock
♦ Broken key identification and match, by:
♦ Keyway
♦ Analysis of sections
♦ Code numbers
♦ Markings, logos, and other identifiers.



DATA FROM KEYS



DATA FROM KEYS: CODES



DATA FROM KEYS: MARKS



DATA FROM KEYS: 
NUMBERS AND MARKINGS



QUERIES RE 
IDENTIFICATION
♦ Basic Key Design  
♦ Locking mechanism: warded, wafer, lever, pin 

tumbler, hybrid, or axial 
♦ Single, double, triple, or quad bitted. 
♦ Special technology employed, such as rotating 

tumbler (Medeco), sidebar, laser track, magnetic, 
infrared, induction, or transponder

♦ Does the blank number identify a particular lock
♦ Has the derivation of all stamped numbers on 

blanks been obtained, including blank 
identification, code numbers, and internal 
numbers.



KEY AND LOCK DESIGN



QUERIES RE 
IDENTIFICATION

♦ Steel flat key for use in padlocks, letter boxes, 
lockers, cash boxes, cabinet locks, lever locks, or 
safe deposit locks, 

♦ Easy to duplicate, leaving little evidence to trace 
their origin.  

♦ Blanks not intended for the suspect lock can be 
modified.  



LOCK MANUFACTURER  

♦ Who manufactured the lock. 
♦ Specific manufacturer popular in the geographic 

area produce locks.  
♦ Are the locks available.  If so, from whom.  
♦ Have many manufacturers produced locks of the 

same keyway.  
♦ Does the key head provide any information, such 

as the lock manufacturer and keyway 
identification.



KEY BLANK 
MANUFACTURER  
♦ OEM blank manufacturer: numbers and key head 

I.D.
♦ How many tumblers are in the lock for which the 

key fits.  Is the lock turned to the left or right to 
open.  Wear may increase in one direction  

♦ Was the key recently duplicated, determined from 
the wear on the serrations caused by the cutting 
wheel of the key machine.  

♦ Keyway  



SOURCES OF DATA
♦ Measurement of suspect key against a factory 

original. 
♦ Factory depth coding and spacing.  
♦ Identify the key to a given manufacturer 
♦ Key was code-cut by machine originally
♦ By hand 
♦ Lock was pinned to factory standards.  
♦ Locksmith altered the pin stack during re-keying.
♦ Ramp and valley angles for each cut  
♦ Indication of hand cutting
♦ Key was produced by taking the lock apart and 

cutting individually for each pin position.
♦ Distinctive keys



BASIC LOCKING 
MECHANISM
♦ Warded, wafer, lever, or pin tumbler.  
♦ How would the lock most likely be used: door, 

drawer, file cabinet, access control, padlock  
♦ Interchangeable type
♦ Programmable
♦ Does the lock utilize a unique mechanism or 

principle of operation, such as a sidebar, rotating 
disc, dimple, or programmable function  



KEYWAY 
CHARACTERISTICS

♦ How common is the keyway  
♦ When was it introduced, and by whom  
♦ Are there knock-off keyways  
♦ How old might the lock be  
♦ Potential number of keys that might be in 

existence, based upon the age and popularity of 
the lock, 

♦ Number of pins, and total available depths 
(differs)  

♦ Special or restricted keyway 
♦ Availability of blanks and key cutters for the 

keyway.  



KEYWAY 
CHARACTERISTICS
♦ If a restricted keyway, is it registered to a specific 

user, locksmith, or geographic area.  
♦ If a special cutter, die, or procedure is required, 

who has that capability in a given area. 
♦ Key can be traced back to a specific locksmith in 

an area 
♦ Locksmith can identify locations where certain 

locks are used.  
♦ Provide leads as to who may still stock such 

blanks.
♦ Special locks, I.e. Assa, Medeco
♦ Restricted keyways



STAMPING OF KEY HEAD 

♦ Letters, numbers, or warnings on the key head, 
such as “do not duplicate.”



KEY CODES

♦ Numbers stamped on the key
♦ No numbers: consult references
♦ Determine direct code and match to a suspect key. 
♦ Lock is disassembled, a key produced, and entered 

into a database by code number.  
♦ Restricted keyway with factory original coding, 

manufacturer may trace owner



COPY OR ORIGINAL 

♦ Factory original or a copy
♦ Has key been copied. 
♦ Key cutting machines, have unique characteristics.  
♦ Slightly different tolerances and tolerance errors in 

the duplication process.  
♦ Errors may help identify a specific key machine as 

having produced a suspect key.



COPY PROGRESSION



FACTORY ORIGINAL OR 
COPY: CRITERIA

♦ Key produced on a factory original blank
♦ Availability of original key blanks used to produce 

a duplicate
♦ Are original keys routinely supplied by the 

manufacturer, or are the locks keyed in the field
♦ Does the manufacturer plate factory original keys. 
♦ Characteristics of surface texture in the bitting.  



FACTORY ORIGINAL OR 
COPY: CRITERIA

♦ Roughness or primary texture of this area.  
♦ Texture: the number of peaks per unit length, and 

their average height. Perpendicular striae, running 
along the longitudinal axis of the bitting.  

♦ Production processes, will be closely related to the 
degree of roughness and visible striae.



PRODUCTION PROCESSES

♦ Production processes affecting key cutter 
characteristics and bitting striae: 

♦ Machining operations
♦ Production rate and quantity
♦ Quality control
♦ Cooling and lubricating during cutting
♦ Movement of the key in relation to the cutting tool



PRODUCTION PROCESSES

♦ Method of clamping the key
♦ Positive or negative vertical cutting error
♦ Skewed copying
♦ Error in clamping angle
♦ Broken or missing teeth in cutting wheel
♦ Number of teeth in the mill cutter or cutting wheel 

per centimeter



PRODUCTION PROCESSES

♦ Diameter of the cutting wheel
♦ Alignment of guide
♦ Speed of travel of the key
♦ RPM of the driving motor for the cutting wheel
♦ New or old cutting wheel, and sharpness of cuts
♦ Loose or unstable cutting wheel.



EXAMINATION OF KEYS
♦ Examination of Striae: Original or Duplicate
♦ Examination of bitting surface: striae left by the 

cutting mill.  
♦ Striae directly related to the diameter of the wheel, 

and teeth per centimeter.  
♦ Assuming constant cutting speed and feed rate, a 

large diameter will result in higher cutting speed, 
and a greater number of “peaks” produced for a 
given area, or a finer resolution between cuts (less 
peak center-to-center  distance).  



EXAMINATION OF KEYS

♦ The more teeth on the wheel, the less material will 
be removed by each during the cutting process. 
Shorter amplitude for each peak  

♦ Finer cut pattern in the factory original key
♦ Examination of key machines for tolerance errors 



WEAR STATISTICS: KEYS 
AND LOCKS
♦ Difficult to determine.  Wear will depend upon:
♦ Metal used to produce the key
♦ Material used in the plug
♦ If the metals used in the key and plug are the same
♦ Precision with which the blank was manufactured
♦ How well the key fits in the lock



WEAR STATISTICS: KEYS 
AND LOCKS
♦ Whether there are foreign materials in the plug
♦ If the lock is regularly lubricated
♦ If the pin stack opens precisely at shear line
♦ How much torque is required to turn the key
♦ The individual habits of the users of keys
♦ Spring bias on each tumbler.



REQIRED INFORMATION 
FOR WEAR ANALYSIS
♦ Does the key (or copy) appear to be handmade, or 

machine cut
♦ Accuracy of the depth of each cut, corresponding 

to manufacturers specifications
♦ Centering of cuts 
♦ Shape.



HAND CUTTING
♦ Irregular angles, 
♦ Too steep angles, 
♦ Multiple angles (such as two vertical ramps of 

differing angles) 
♦ Differing widths of cuts. 
♦ Difficult to insert, remove, or operate in a lock, 

because ramp angles are too sharp
♦ Stylus marks running laterally across the surface 

of the key, 
♦ How a key was cut, and reciprocal wear patterns 

on tumblers



HAND CUTTING
♦ Recent duplication
♦ Clamp marks or distortions: match to key machine
♦ Burnished with a wire brush: machine cutting
♦ Key an inexpensive knock-off, original factory 

blank, or blank produced by a licensed or high 
quality vendor. 

♦ Does the cutting machine use a single angled 
cutting wheel, or “V” angle



HAND CUTTING

♦ Cuts appear to be made straight into the valleys, 
forming both sides and the ramp angles. Indicates 
factory code cutting

♦ Alignment error in securing key in cutter: upward 
or downward angle in copy

♦ Tracing error: misalignment of key machine. 
Match key to machine



HAND CUTTING
♦ Generations: differences in geometry
♦ Surface appearance and texture of cuts: automatic 

or manual cutter: even or uneven
♦ When metal plating occurred on blank: cut then 

plated by mfg.
♦ Simulated key 
♦ Falle variable key system
♦ Different appearance
♦ Smooth cuts: high rpm of cutting wheel: code cut  
♦ 2200 v. 800 rpm machines



KEYS: SUBSTANCE OVER 
FORM 



A WORKING KEY:                  
Four essential elements: 

♦ keyway 
♦ bitting 
♦ depths
♦ spacing



VARIABLE KEY SYSTEM



KEYS MAY NOT APPEAR 
LIKE FACTORY ORIGINAL
♦ No distinguishable valleys or ramps  
♦ Position of valleys may be changed
♦ Extra cuts may be interspersed on ramps
♦ More cuts than there are tumblers.  
♦ Cut order may be altered: there may be six cuts on 

a key, but only the first, or last five are active.  
♦ Keyway milling may be altered, 
♦ Different sectional keyway may have been used.



MILLED BLANKS



KEYS CAN BE MADE OF 
ANY MATERIAL 
♦ Metal 
♦ Wax 
♦ Metal foil 
♦ Epoxy 
♦ Thin stainless steel 
♦ Wood 
♦ Plastic Clay



COMB PICK



Forensic Examination of Keys

♦Chapter 27: Locks, Safes, and Security
♦ © 2000, Charles C. Thomas Publishe



LOCKS, SAFES, AND 
SECURITY: An International 
Police Reference

http://www.security.org

Marc Weber Tobias 1.605.334.1155
Mwtobias@security.org

http://www.security.org/
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