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ASSA ABLOY INITIATIVE:
“SECURITY THROUGH DESIGN”

♦Ensure security and safety of products
♦Security engineering in product design 

phase
♦Defined escalation procedures
♦ Inter-division communications regarding 

security design issues
♦ Vulnerability testing in all phases



ISSUES: PRODUCT SECURITY, 
LIABILITY AND POTENTIAL DAMAGES

♦Product deficiency or defects
♦Security vulnerabilities
♦Deceptive or false claims in customer 

communications
– Advertising
– Manuals
– Tech support
– Marketing



SPECIAL RESPONSIBILITY
♦YOU ARE NOT MAKING TOASTERS!
♦LOCKS ARE A UNIQUE PRODUCT

– Protect lives, information, property
♦CUSTOMERS RELY ON YOUR 

EXPERTISE IN SECURITY AND 
DESIGN OF HARDWARE

♦SPECIAL COMPETENCE REQUIRED
♦UNIQUE ETHICAL STANDARDS
♦DISCLOSURE ISSUES



“INSECURITY ENGINEERING”:
A DEFINITION

♦ Intersection of mechanical and security 
engineering

♦Must have both mechanics and security
♦Must understand bypass techniques and 

design against at all stages in process
♦Develop a new way of thinking
♦Problem: Engineers know how to make 

things work but not how to break them



WHAT YOU DO AND HOW 
YOU DO IT IS CRITICAL
♦ INSECURE DESIGNS HAVE 

CONSEQUENCES
– Potential money damages to company
– Loss of certification under standards
– Public relations issues and company image
– Risk to people and property
– Advantage to competitors
– Loss of market share
– Failure to meet contract and government 

specifications and standards



MYTHS ABOUT SECURITY 
AND PRODUCT DESIGN
♦ It is patented
♦Engineers think the produce is secure 
♦Product has been sold for many years
♦No known bypass tools or techniques
♦Product meets or exceeds standards
♦Testing labs have certified the product
♦Government labs say its secure



EXAMPLES OF INSECURITY

♦MEDECO: 40 YEARS SECURE
♦ASSA and EVVA: WIRE ATTACKS
♦ KABA SIMPLEX: 35 YEARS SECURE
♦ SAFLOK WINFIELD: 25 YEARS SECURE
♦ KRYPTONITE BIKE LOCKS: 15 YEARS 

SECURE
♦ PIN TUMBLER LOCKS: BUMPING
♦ HP COMPUTER LOCKS and EL SAFE
♦ OTHER HIGH SECURITY LOCKS: 25 YEARS 

OF INVULNERABILITY



MEDECO CODE SET KEYS:
Forty Years of security



KABA SIMPLEX 1000



KABA SIMPLEX DEFECT



KABA E-PLEX 5000/5800



KABA E-PLEX 5800



KABA EPLEX 5800 WITH 
HGH SECURITY CORE



SAFLOK: WINFIELD 20 
YEARS OF SECURITY



ILOQ FINLAND: Patented, 
Award Winning, Insecure



DESIGNS, SECURITY, LIABILITY
♦ DESIGN CONTINUUM: Liability v. No 

Liability
♦ State of the Art attack v. Stupid design and simple 

attack
♦ REASONABLE INDUSTRY PRACTICE AND 

KNOWLEDGE INFERRED
♦ POTENTIAL OR REAL LIABILITY
♦ COST OF LAWSUITS: MONEY, PR. 

CREDIBILITY
♦ COST OF RECALL
♦ DIFFERENCE BETWEEN LOCKS AND 

SOFTWARE



LIABILITY v. NO LIABILITY:
EXAMPLES

♦LOCK BUMPING
♦CLIQ WIRE ATTACK
♦MAGNETIC ATTACK: KABA SIMPLEX
♦MEDECO CODE SETTING KEYS
♦KRYPTONITE AND KENSINGTON
♦WINFIELD: 1,000,000 HOTEL ROOMS
♦VINGCARD MECHANICAL and TESA



“WE MEET THE STANDARDS”:
SO WHAT!

– LOCK CAN BE OPENED OR 
NEUTRALIZED IN THIRTY SECONDS

– A 12 YEAR OLD CAN OPEN THE LOCK
– LOCK FAILS OF ESSENTIAL PURPOSE

• No audit trail
• No key security
• Forced entry in seconds

♦HYBRID ATTACKS
♦Public relations nightmare
♦Possible lawsuits



PR AND CORPORATE IMAGE



CLIQ AND SECURITY IMAGE



MEDECO DEADBOLT



KABA SIMPLEX 1000



CX5 MEDECO KNOCK-OFF



STANDARDS: THE PROBLEM

♦MEET ALL STANDARDS BUT THE 
LOCK CAN BE EASILY OPENED
– Not up to date
– Not incorporate many methods of attack
– Consumer relies on standards
– Just because you meet standards does not mean 

the lock is secure
♦MAY WIN ON LIABILITY AND LOSE 

PR WAR



CORPORATE COMMUNICATIONS 
AND LIABILITY
♦YOU DON’T KNOW WHAT YOU 

DON’T KNOW!
♦Must test products against current methods
♦Must not overstate: “Ultimate in Security”
♦Explain limitations to customers: i.e. MK 

systems, access control, key security
♦Constantly monitor advertising
♦Tech support training and monitoring

– Examples: Medeco and Kaba



INSECURITY IN DESIGNS: 
ISSUES TO CONSIDER
♦Responsible disclosure v. irresponsible non-

disclosure and Ethics: Tell the Truth
♦Public Relations and press statements
♦Obligations to customers

– Consumer and critical customers
♦Liability: disclose v. not disclose of known 

issue
♦Security vulnerabilities: action at what point
♦How long are you liable



KABA CASE EXAMPLE: 
SIMPLEX 1000 AND 5000
♦PRODUCT HISTORY
♦DISCOVERY OF PROBLEM
♦CLASS ACTION LAWSUIT
♦RAMIFICATIONS OF LAWSUIT FOR 

ENTIRE INDUSTRY
♦MANY UNSETTLED AREAS OF THE 

LAW
♦ IF JURY CAN OPEN THE LOCK
♦ IF KABA SETTLES



KABA: “ALL LOCKS CAN BE 
BYPASSED, SO NO LIABILITY”
♦SECURITY CONTINUUM
♦ 3T2R RULE
♦ IF A 12 YEAR OLD CAN OPEN: IT IS A 

PROBLEM. ASK MEDECO, or KABA, or 
KRYPTONITE, or ASSA, or WINKHAUS, 
or EL SAFE, or VINGCARD……



KABA SIMPLEX PLEADINGS



LEGAL ISSUES RAISED
♦ a. Whether the Locks were defectively designed; and 

♦ b. Whether the Locks are not fit for their intended use; and 

♦ c. Whether the Defendants failed to wam of the ability for 
the safety mechanism of the Locks to be bypassed; and 

♦ d. Whether the Defendants concealed information and the 
nature of the defects from the Class Members; and 



LEGAL ISSUES RAISED
♦ e. Whether Defendants engaged in the alleged conduct 

knowingly, recklessly, or negligently; and 
♦ f. The amount of revenues and profits Defendants received 

andlor the amount of monies or other obligations lost by 
Class Members as a result of such wrongdoing; 

♦ g. Whether Class Members are entitled to declaratory, 
injooctive and other equitable relief and, if so, what is the 
nature of such relief; and 

♦ h. Whether Class Members are entitled to payment of 
actual, incidental, consequential, exemplary andlor
statutory damages plus interest thereon, and ifso, what is 
the nature of such relief; 



CAUSES OF ACTION
♦ NEGLIGENCE
♦ STRICT PRODUCT LIABILITY
♦ FAILURE TO WARN
♦ BREACH OF WARRANTY
♦ CONSUMER PROTECTION STATUTES
♦ Unfair competition or deceptive trade
♦ COMMON LAW FRAUD
♦ UNUST ENRICHMENT
♦ DECEIPT, FRAUD, MISREPRESENTATION
♦ NEGLIGENT MISREPRESENTATION
♦ VIOLATION OF FEDERAL WARRANTY ACTS
♦ REPLACEMENT AND NOTIFICATION PROGRAM



WHAT YOU NEED TO DO
♦THINK OUT OF THE BOX
♦FIRST RULE: “THE KEY NEVER 

UNLOCKS THE LOCK”!
♦MECHANICAL AND SECURITY 

ENGINEERING TOGETHER
♦COMPONENT FAILURE ANALYSIS
♦WHAT WE DO IN OUR LAB
♦CONSTANTLY MONITORAND TEST
♦UNDERSTAND BYPASS TECHNIQUES



EMEA STOCKHOLM 2011
LIABILITY AND SECURITY
♦mwtobias@security.org
♦ 1.605.334.1155

mailto:mwtobias@security.org
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